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Threat and Risk Assessment for
Insert Agent or Toxin Name 

Used in Building Name & Room Number

Stored in Building Name and Room Number


Resources to utilize for threat and risk assessment of agent or toxin use:

· Biosafety in the Microbiological and Biomedical Laboratory (BMBL), 5th Edition
· NIH Guidelines for Recombinant DNA Research
· Public Health Agency of Canada Safety Data Sheets – for human pathogens and zoonotics

· Canadian Food Inspection Agency Animal Pathogen Information Sheets
· Canadian Food Inspection Agency Plant Pests Information Sheets
1. What risk does the agent(s) pose to human health and the environment?
2. What is the probability that there could be a loss of agent?  
3. What are the consequences of a loss?
4. What is the probability that there could be a release of agent?

5. What are the consequences of a release?
6. What is the probability that there could be a theft of agent, equipment or information (including computers)?
7. What are the consequences of a theft of agent?
8. What are the consequences of a theft of equipment?
9. What are the consequences of a theft of information?  
Mitigation of Risk - Engineering Controls

· Determine the outermost secured perimeter necessary (perimeter fence, building, laboratory). 
· Identify all penetrations into this perimeter (doors, windows, crawl spaces, hatches).  

· Determine the method necessary to control each penetration (guard, metal key, proximity card reader, video surveillance).

· Continue process through a series of controlled perimeters, finally focusing on the final agent storage device(s).

Mitigation of Risk - Administrative Controls

· Protocol for suspected intrusion or theft
· Protocol for intrusion alarm.

· Protocol for verification of legitimacy of alterations of records.
· Protocol for loss of metal keys, proximity cards, lock combinations.  

· Protocol for personnel change.[image: image1.png]
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